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Expanding Quantum
Communications

The paradigm shift that Quantum
Communications represent vs. classical
counterpart allows to envisage the
application of global cryptographic key
distribution as well as the extension to
Space of quantum technologies.



Topics of the talk

® |[ntroduction to Space Quantum
Communications (SQC) and Quantum Key
Distribution (QKD) in Space

= Ground-ground exploratory links
® Ground-Space experiments and modeling
m Space-space link initial investigations

® Conclusions



Quantum Key distribution

Alice Bob
(the sender) (the receive
laintext laintext
P ‘ the eavesdropper P T
encryption public channel decryption
algorithm (i.e. telephone or internet) algorithm

quantum state
generator

quantum channel quantum state
I.e. optical fiber or free space detector




Photonics QC blocks
for free space

=Receiver
optics

< Noise
rejection

Transmitter

State optics
Preparation

= turbulence
= background

Detection

= coupling




QKD Protocol BB84

m Bennett and Brassard 1984

m 4 photon states:
= Two orthogonal polarization states
= Two non-orthogonal reference frames

receiver
BOB
sender diagonal
ALICE detector basis

diagonal
polarization f
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light

source
ALICE's bit sequence 1 © 1 1 o0 ¢ 1 1 © © 1 1 1 ©
BOB's detection basis B H A B B BB
BOB's measurements 1 [} o 1 Q 0 1 1 0 0 Q 1 0 0
retained bit sequence 1 - - 1 c 0 - 1 o ©o - 1 - 10



Quantum entanglement

Maximal knowledge of a total
system does not necessarily include
total knowledge of all its parts.
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Entanglement QKD
Proposal: A.K. Ekert 1991
Laboratory Implementation: T. Jennewein et al. 2000

Alice Source Bob
Electro Electro
Detectors Optic Opti cal Fiber Optic Detecto:s1
+1 (3 Modulator Modulator )

Photon 1 Pﬁgton 2

Random
Number
Generator

N Classical Communication -+ 5



Padova QuakKE setup

® Free space link

® B92 protocol

® Demonstrating the integration of all components: from
optics to physical layer to network layer.




QUAKE

Quantum Advanced Key Exchanger is our QKD working system
based on B92 (Bennet - Brassard) protocol.

The system consists of a transmitter (Alice) and a receiver (Bob) that
are connected through a free-space quantum channel over a
distance of approximately 50 m, and both are driven by a field-
programmable gate array (FPGA).

Quantum transmitter

Bob
Quantum receiver

Alice uses three laser diodes:
two attenuated laser (@ 850
nm) for the key generation, N
and the third one for the -
synchronization (@ 808 nm) .

Bob employs two SPADs to
detect the incoming photon



Transmission parameters

Raw key rate 72 k bit/s Channel parameters
Quantum bit error rate 2.110 2
Undetected eavesdropper rate <041

Security parameters

seveiey |

Information leakage rate < 0.2 k bit/s &
Prob. of failed reconciliation <0.02 _
u

Prob. of higher leakage <510

T

Sifted Ke
=

LA Raw Key

QRNG

T




T Hello QuAKE..! OTP Hello QuAKE..!
. /. demo

Message written by users

/./

Quantum Key exchange Decrypted data

Data sent in insecure .
Kth3@paxvnobaj classical channel Kth3@pgxvnoba,

Encrypted data with OTP } } } Data received




Bob ;sfcﬂ’rio n

Image received:
Image sent in insecure

' classical channel (e.qg.
Internet)

__E‘rjc'ryp‘fed image with AES' } } }



Challenges in QC with
photons

m| osses, pointing &
background

m Photon statistics
transformation (from
poissonian to log-normal)

= Optimization of optical
design for coupling
optimization

m Space qualification of
orbital payload.




Space optical
communications

m Very significant results were obtained in the
optical classical communications.

= ESA ARTEMIS - Advanced Relay and
Technology Mission Satellite - had
demontrated link with:

= OGS telescope at Tenerife

= With satellite LEO KIRARI, the Japanese Optical

Intersatellite Communications Engineering Test Satellite
(2005).

= With airplane Mystére 20, with LOLA ((Liaison Optique
Laser Aéroportée) payload, at 40 000 km (2006).

= NFIRE - multi-Gbs - 2011

® TerraSAR-X and the U.S.-Satellite NFIRE: 5.5 Gb/s
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G-G free-Space Link
Features

® Photons are weakly interacting — unlikely massive
particles.

® Polarization is maintained in propagation.

® |ncreasing effect of turbulence with the link
length, thus limited to about 250 km for Earth
curvature.

® Qcomm uses temporal bins of few ns

® Target: to analyze the turbulent channel
dynamics wrt qubit timescale



Lossy QComm blues

The propagation of very weak beams - single photon trains or CV - along long links

has been initially extrapolated from the classical communication body of

knowledge

>

>

V. Tatarskii, The Effect of the Turbulent Atmosphere on Wave Propagation (1971);
R. L. Fante, Proc. IEEE 63, 1669 (1975);
P. Diament and M. C. Teich, J. Opt. Soc. Am. 60, 1489 (1970);

The statistics of polarization encoded single photon beam in 10 km propagation
was studied by P. W. Milonni et al., J. Opt. B: Quantum Semiclass. Opt. 6, S742
(2004) and theoretically by G. P. Berman and A. A. Chumak, Phys. Rev. A 74,
013805 (2006).

Recent advancements in the CV entanglement distillation of deterministically
prepared light pulses entangled in continuous variables that have undergone
non-Gaussian noise were shown by R. Dong et al. Experimental entanglement
distillation of mesoscopic quantum states, Nature Phys. 4, 919 (2008).

Recent studies in the uplink feasibility: E. Meyer-Scott et al. PRA 84, 062326 (2011)



The turbulent quantum channel

DR.q DRs
HWP TELESCOPE & g . TELESCOPE HWP
S |
DT,: PBS . PBS DTn
TURBULENT ATMOSPHERE
= [n a Bell measurement scenario IB) = L(ll)H 10}y, [0V [ 1)y
\/E A A B B
= The input state is -
P +€%10)u, [1)v, 1)1, 10)v,)
D: — D = 1 .
Oin = s = |B)(B = (V) +¢“V)alH) )

® At the two receivers, the density operator results as

0 = po0, + PHA@HA + PVA@vA + pHB@HB + p\'a@\’y ~+ ps0s



The turbulent quantum channel

DR.q DRs
HWP TELESCOPE - q g TELESCOPE HWP
. - -.; - " -
ML M SN\ 77777 o ' o8

TURBULENT ATMOSPHERE

" 0= pod,+ PHA@HA + Pm@m + pHH@Hg + Pvﬁf?vﬂ + Ps0s

= Where the probabilities are
po = (1 — |T41»(A — |T5[%)
Pu, = Pv, = 5{Tal*(1 — |T5]%)).
Puy = Pvy = 3{ITs1*(1 — |Tal?)
ps = (| Tal*|T31%)



Prediction for the weakly
turbulent Qchannel

The visibility in the presence of
loss-fluctuating channels - of
increasing variance from a) to
c)- attains higher values
compared with similar
standard-loss channels.

This fact can be explained by
contributions of random events
with losses less than the
average value.

In the presence of postselected 107 10 0001 0
measurements, this plays a =
significant role. Number of noise counts

A. A. Semenov and W. Vogel, Entanglement transfer through the turbulent
atmosphere Phys. Rev. A 81, 023835 (2010)



Stochastic refractive index

® The refractions index is related to pressure (in
Bar) and temperature (in K)

N(R)-1~7.9x10° ")

T(R)
D, (n(R))=([n(R,)) - n(R,)T) = ([n(R) - n(R, + R)J’ ) = C2R*"*
L D 5
. C:= (78—2""’ X 104) C;
T

m The refraction index has a random term

nR=-n+n® n =1 (nR)-0

0



Strength of the perturbation

® The effect of the propagation of a beam with
wavenumber k along a distance L is classified as
weak or strong according the Rytov variance

Rytov variance vs C§7

10° le-17 ] 0_2 =1.23C2k7/6|_1]/6 7 1
\ le-16 R n <
10" g le-15 3
o le-14 7
o © C’ takesvaluesin 10" +10*m™®?

o" ! k=~10"m™

L takes values in 10° +10"m (in space)
for A=532 nm

L (m)7



Weak turbulence







Specola-DEl

iIntensity and spectrum
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Alpago - Lake St. Croce link

m 13.3km
m Result: diffracted limited spot — dia 170 mm

® Airy rings - significant wandering

Spot size aboul 17 cm

™ Airy Patiem




Strong turbulence
Cima Ekar-Mt. Grappa link 18 km




Onset of strong turbulence

The scintillation effect is evident, due to strong perturbation of the
wavefront.

The apparent spot size is the result of a superposition of bright
flashes.

1ms






And it’s lambda dependent
20 ms

-
-




And it’s lambda dependent
5 ms




Strong turbulence

144 km - direct link at 2400 m over Atlantic Ocean
OGS - Observatorio del Teide - Tenerife
Johan-Kapteyn Observatory — Roque de los
Muchachos - La Palma




Canary Islands link

m Spot in good atm condition: diameter long-term about 2 m




La Palma Tx setup

RECEIVER

Green Beacon

Beacon From receiver SENDER

@ Red focal point
® Green focal
point

Fibers

XYZ control
stage



La Palma X setup

s

SUPPORT BARS
~{Second is hldden)
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Phenomenological
divergence

® |[n the best case, the full angle subtended by this
spotis of 14 urad.

® The diffraction limited full angle of a colimated
beam may be calculated from and estimate of
the beam waist at the transmitter of wO = 60 mm,
as follows: 260 =24/ w,=5.6 4rad.

® the observed spot in optimal conditions is less
than a factor three of the diffraction limit ( for a
collimated beam)




Observations - 1

® |n the optimal condition for the propagation, the
value of | thatresults is of 28 mm.

® From this estimate, we may note that the
propagation corresponds to the fourth case
described by Fante, as

k o2 <X

and it effectively corresponds to a beam that at
the receiver plane breaks up in multiple spots.




Observations - 2

= The dependence of |
on the radius of
curvature F of the
beam at the transmitter
has been verified in the
experiment by varying
the position of source of
telescope from the front
focal length.







Observations - 2

= By observing the back-
scattering of the beam with
an auxiliary telescope
100mm diameter - t/10
mounted beside the n. 2, it
was possible to assess the
actual focal position. The
feedback from the observer
at the receiver end allowed
to optimize the focal
position in order to minimize

L*

® This condition was observed
in the experiment
corresponding to the focus
at the path end, and
corresponds to the minimum
of the term

a2 }'/,
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JKT = OGS - Single Photons

Mean= 234.1147, std= 349.2226, Scint Index= 2.2251
[ I T

IRPRLAREL AL AL A il I AR A o NN VUM AL LM A‘..A.HJLJL AL AT RV TR W W A
20 30 40 50
Time (s)

Fit: mean= 233.0628, std= 364.2327
T

300 400 500

Counts

|. Capraro et. al - In preparation



JKT = OGS - Single Photons

spectrum

Normalized Log plot of Single-Sided Power Spectrum
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JKT = OGS - Single Photons
best link — weak wind

Wind (km/h) Night 19-20 Measure time=154mir

; 40
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Twin Beam-propagation

= How are related two qﬁb
. Vv
nearly-copropagating iﬁ’_\l,_ﬂ
beams? N

® The pointing and aiming
stabilization is relevant if
the “main” beam is single
photon!

= Analogous with AO
wavefront correction
using artificial stars.




Twin Beam-propagation

®= \We have analyzed the
propagation of two
beams along the same

path, to study the s ‘

correlation of the beam ; /

centroids. > & /’/
= The application of this _(V’

technique would be to -
use one beam for the
/ ’

guantum channel - thus }

))'nV

for the single-photon
exchange - and the other
with a weak laser beam to
! be used as beacon for the
SR beam steering, in the

' same direction of
propagation.




Twin Beam-propagation

= Spol 1 cenlroid:

Two Spot Analysis

STD Spol 1= 462

STD Spot 2 = 40

STD Distance = 37.9 (9.5%)
STD Angle = 6.1°

© Spol 2 cenlroid:
——Dislance c.o.m. (385.4)

= Center ol mass 1

»  Center ol mass 2

= Sample poinl |

*  Gample point ¢
— Dislance samples (388 2)

) i ! )
400 500 600 00
% (plxels)

800 200 1000

JKT building with the two green beams, while on the right
the dispersion of the two beam centroids is reported for

an extended measurement.
The average separation is of 7.7 £ 0.5 meters,

corresponding to a subtended angle of 6 =53 urad.



Twin Beam-propagation

Two Spot Analysis

= Spol 1 cenlroids
© Spol 2 cenlrofd:

—— Diglance c.o.m, (383.4)

= Center ol mass 1
v Cenler ol mass 2
= Sample poin 1
@ Sample poind

—— Dislance samples (388.2)

STD Spol 1 = 462
STD Spot 2 = 4

STD Distance = 37.9 (9.3%)

STD Angle = 6.1°

400 500

800 200

Beams movements are correlated with a standard
deviation of 37.9 pixels, equivalent to 0.75 m.

At this separation 6, the two beams are correlated at
least in a common mode that involve the wander of
both beam:s.




Twin Beam-propagation

® This results is not valid for the higher order
spatial fluctuations.

® |ndeed, the separation angle is compared
with the set of reference values introduced
in adaptive optical corrections of phase
front, as the isoplanatic angle 6 , and the
independence angle 6 .

= D. L. Fried, “Anisoplanatism in adaptive optics,” J. Opt. Soc. Am. A 72, p. 61, 1982.

= A Louthain, Integrated Approach to Airborne Laser Communication. PhD thesis, Air
Force Institute Of Technology, 2008.

= J. A Louthain and J. D. Schmidt, “Anisoplanatism in airborne laser communication,”
Opt. Express 16, pp. 10769-10785, Jul 2008.

= |. Bolbasova and V. P. Lukin, “Modal phase correction for large aperture ground-
based telescope with multi- guide stars,” in Mitigation of Atmospheric Effects and
System Performance II: Techniques and Application, SPIE, ed., 7476, p. 74760M, 2009.



Twin Beam-propagation

® Direct calculation using:
= wavelength A =532 nm,
= |ink length L = 144 km,
= C2=2x1017 m 23,

= transmitting aperture D =200 mm,

= wind speed V =10 m/s,
= outerscale L0 =70 m and

= jnnerscale li= 7.5 mm, where for the turbulence parameters we
extracted the values from the various meteo stations of IAC.

0,=018urad 6 ,4=3.1lmrad

=the separation angle is greater than the
isoplanatic angle. This can be deduced
from the different scintillation patterns and
the centroid relative motion.

"However the separation is significantly lower
that the independence angle, thus attesting
the feasibility of the above described type
of control.
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Exploiting the fluctuation in
the link loss

® By looking at the classical beam, the evidence of
the scintillation is a series of peak

® During qubit transmission this is not evident, due
to ns-scale time integration.

® Can we combine classical pulses with the Q bits?

® This requires a good synchronization in order to
reject the strong flash in the SPADs

® The convolution of the scintillation with an
aperture is slowing the rise and fall of the
gathered beam.



Intensity {volf)

Spectal intensity

g 4F!un duration= 19.986s, Mean= 0.022827Y, std= 0.028557V, Scint Index= 1.5649
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Scintillation,
or bright glimpses in the dark

® \With strong turbulence the distribution of the
intensity is changed, from poissonian (ideally) to
log-normal.

m The theoretical methods cannot describe further
details.




Scintillation,
or bright glimpses in the dark

® |n the experiment we have observed the
presence of evidence of peaks that are long-
lasting wrt the photon bin time.

® We computed the fraction of the link time above
the average value (first moment of the
phenomenological lognormal distribution)

Intensity (Volt

ol : :
5000 5200 5400 5600 5800 6000
Samples



I Above-average persistence

Numker of occurrences in19.986 sec

Nurnker of occurrences in19.986 sec
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I Above-average persistence

Numker of occurrences in19.986 sec

Numker of occurrences in19.986 sec

above 1 times the average= 0.30 _b
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I Above-average persistence

above 1 times the average= 0,30 _-___b_

#hich consecutive= 0.25648
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Scintillation exploitation

® This persistence may be exploited in ordet to use
the channel for a fraction of time with significant
lower losses.

® Experimentally, it needs a copropagating short
and strong pulse.

025_ .................... .....................

Intensity (Volt




Topics of the talk

® |[ntroduction to Space Quantum
Communications (SQC) and Quantum Key
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First demonstration of single-
photon exchange froma |1l
orbiting sender oot

= The source is realized using orbiting retroreflectors. Laser- ranging Satelite

= These belong to the network of the geodetic satellites for 4
Satellite-Laser-Ranging (SRL). Single-photon
channel

= A station on Earth will send the pulse up and the satellite Retroreflected beam |
sends it back. Y

Uplink

i Etalon-l & -II
LAGEOS-I
LAGEOS-II
Starlette

inclinaion *  64.8°  109.8° 52.6° 50° 50°
Altitude (km) 19 120 5,860 5,620 1,490 810
diameter (cm) 129.4 60 60 215 24

mass (kg) 1415 411 4054 685 47.3



The ground station: Matera A-

m Giuseppe Colombo Space SRS 2
Geodesy Centre of Italian
Space Agency.

m Direttore Dr. G. Bianco

® Matera Laser Ranging
Observatory (MLRO).

m World highest accuracy in
SLR: mm-level!




~ Laser pulses

,,,,, Satellite orbit
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Single-photon link with Ajisai
A peak of 5 cps was observed at

D=0 above the background.

The peak height exceeds 4
times the rms of the
background.

Total losses are of -157 dB.

In the downlink channel,
u = 0.4, and so clearly in the
single-photon regime.

DCR = 17 kHz X p(click) 3 10-4
per pulse.

Integration 5 s
Bin-size 5 ns
FOV 30”

Filter 10 nm BW

P. Villoresi et al. New J. Phys. 10 033038 (2008)
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L'esperimento rappresenta un passo molto importante per la crei
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Design of Quantum Space terminal:
ASI SpaceQ Project - Phase A

SpaceQ blocks: to establish a

Terminal

| |
bidirectionc. polarization quantum : :
channel between a LEO satellite and : ISS :
a ASI-MLRO ground station. ! Terminal !
: :
| |
1 1
: SpaceQ
: .
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SpaceQ possible accommodations on ISS

The ISS more important
provisions to
accommodate P/L’s are:

= 4 Express Pallet Adapters
on the Columbus Exposed
Facility (CEF)

e 10 Japanese Exposed
Modules Exposed Facility
(JEM-EF) sites.

e Cupola (for pressurised
instruments).

= Nadir Research Window
(for pressurised instruments)
= EXPRESS pallet

e The possible future Small
Payload External Robotic
Facility (SPERO)

P/L sites

Truss aﬁached%

i o )V
% ISS Velocity
Vector, v

Nadir
direction

OPERATING MODE EARTH HARDWARE | ON ISS HARDWARE
INVOLVED INVOLVED
1)BB84-QKD ROSY TITO
2)BB84-QKD DECOY ALICE BOB
3)ENTANGLED BASED | -ENTA NG LED | BOB
QKD SOURCE
-ROSY
4)QUANTUM|TELEPORTATION | BOB
TELEPORTATION MODULE




MLRO facilities and Nasmyth platform

e 1.5 meter telescope with astronomical
guality optics, Cassegrain configuration
f/212, long Coudé path

= ranging laser: active hybrid Nd:YAG, 40
ps pulses @ 523 nm, 100 mJ/pulse; 10 Hz
repetition rate, range accuracy less than 2
mm

» the transmitted beam divergence is
"diffraction limited" and can be tuned in a
continuous way from around 1" to 20".

= a Hydrogen Maser atomic clock is used
to synchronize all operations to better
than 10 ps

eradar safety device aircraft detection




Polarization alignment with orbiting terminal
Mueller matrix for the Space channel

SATELLITE

I single photon
source

-10000 -10000

1. Rotation of polarization planes

r—- GROUND STATION _ _ Satellite _ _

! motion: 2. Change in the reflection

| I coefficients of the mirrors
i 1

: mirror | +Sa

1 |

' l

! | _

! | Time-dependent

: polarisation ! variation of polarization

| \

L o e e o e 1

C. Bonato et al., Influence of satellite motion
in a Space-Earth quantum communication link,
Optics Express 14, 10050-10059 (2006)




Spolar-M experiment

Stokes Polarimeter for the measurement of polarization
changes induced in an Space to Earth Quantum Channel
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Round-trip channel analysis

« We generate a polarization state by the use of a linear polarizer
and a rotating quarter waveplate and send it through the
telescope to an orbiting satellite.

» After the reflection of the corner-cube array placed on the
satellite the state is collected by the telescope again and guide
to the polarimeter to measure its polarization.

* Taking into account the received and the transmitted state we
are able to reconstruct all the polarization changes induced by
the entire channel. T

L0
REFLECTING Bt
SATELLITE

OPTICAL GROUND
STATION




Influence on the transmitted and received
polarization states

Telescope rotates the incident polarization states
depending on its orientation

 Mirror matrix

M(¢) = [(1) e—oz'qb]

e Rotation matrix

) = [0 o)




Influence on the transmitted and received
polarization states

 We send a right circular polarization state back
forward the telescope using a reflecting corner
cube placed in the second-last mirror.

« We measured it with the Spolar-M for different
position of the telescope

« What we obtained is a circular shift of the
polarization state upon the Poincaré sphere.




SPOLAR - M optical scheme
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Polarimeter @ Matera




Characterization of Matera Telescope




Topics of the talk

® |[ntroduction to Space Quantum
Communications (SQC) and Quantum Key
Distribution (QKD) in Space

= Ground-ground exploratory links
® Ground-Space experiments and modeling
m Space-space link initial investigations

® Conclusions



Intersatellite Q-Comm network

number of satellites: 27

number of planes: 3

number of satellites per plane: 9
inclination: 56°

orbit radius: 29600 km

node spacing: 120°
satellite minimum distance: 19000km
satellite maximum distance: 59000km

Issues addressed:

1. Communications with very high
diffraction losses

2. Synchronization of time reference.

3. QKD networking.

Possible application of the Conveyor
Belt Synchronization, V. Giovannetti
et al. Phys. Rev. A 70, 043808 (2004)



Intersatellite link

® The long distances involved and the fast relative
motion are severe constraints, partially
compensated by the absence of beam
degradation due to the propagation in the
atmosphere as well as the relatively low
background noise level.

® \We address the conception of the optical
terminal and the predicted performances in the
case of constellations of LEO and MEO satellite
including the quantum communications and
guantum teleportation.




Motivation

® The estimate of the value of a parameter in a
microscopic system using a suitable preparation of
the probe according to QM may enjoy an
advancement in the accuracy of the estimate.

= By introducing quantum strategies, the accuracy
scaling law may be significantly increased to be
proportional to 1/N, with an improvement of VN.

® Due to high level of optical losses, a restricted
amount of probes is expected to be available for
the metrology: advantage of using QM!

= Quantum-inspired probes have been envisaged for
applications like the dispersion cancellation using
ultrashort chirped laser pulses: may also play here.




Limitations

® Standard Quantum Limit

Dp, > h/(4 1 Dx,) = Dp, (t/m)? large mass
® |arge satellite mass
m Other sources or fluctuation

® Margolus-Levitin theorem: limit in the number of
orthogonal states that a system may pass
through in a unit time

vy < &Emu:r.l"‘h-

® by using optical photons and with a temporal
reference for the oscillator or clock accuracy of tens
of picosecond, the energy per qubit is appropriate.



Synchronization of a pair of
distant clocks

= |n general, a nonfungible — unspeakable -
operation.

® Eddington and Einstein procedures

= Valencia et al 2005 - entangled photons - second
order correlation function.

® The conveyor-belt scheme proposed by the MIT
group that can be considered as very attractive in
the present scenario. The advantage of this
technique is, as in the case of the Eddington
procedure, the insensitivity on the separation of the
two terminals.
V. Giovannetti, S. Lloyd, L. Maccone, J. H. Shapiro, and F. N.

C. Wong, “Conveyor-belt clock synchronization,” Phys. Rev.
A 70 043808 (2004).



Attenuation without
turbulence

m Example: portrait of Prof. Planck with dim

illumination - from the Saleh-Teich book
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Link model

® |n an intrasatellite qguantum link the
communication scheme can be essentially
simplified in a vacuum optical link: between a
transmitter and a receiver hosted into satellites.

® The propagation of a Gaussian beam in vacuum
has minimum divergence 6 wrt beam waist w,,

g ~ ——

TTWwo



Attenuation in vacuum

® The propagation equation for a Gaussian beam
In vacuum enjoy the absence of the broadening

effects due to atmosphere
L2 7rw2

2 = — 0

(+z)  %=%

m | is the propagation (link) distance, leads us to
the estimation of the power P collected by a

receiver of radius R:
R
P — 27{[0/ pe_Q(pz/w%T)dp
0




Attenuation in vacuum

® To get a quantitative idea of the link energy-transfer

we introduce 7, defined as the ratio between the
transmitted over received energy as:

=10 (1 — 6_2R2/wiT)

® |n a real scenario we have to consider all the
involved non-idealities: such as the optical
efficiency and the pointing losses.

('$:) tSE
Aok

Hawo

m All these unwanted quantities are combined in the
= factor n,, setto 0.1 in our simulations.
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W, vs. D criterias

® \WWe have also to consider that to achieve a
beam waist of w, as expressed above, the
effective telescope diameter D has to be
significantly larger.

® However, the most effective criteria is maximum
on-axis irradiance, introduced in the Prof.
Siegman book (Ch. 18), with the waist-to-
aperture-radius rate at 0.89, while the optimal
ratio for reducing tail clipping require a waist-to-
aperture-radius rate of /2.
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Medium Earth Orbit (MEO) satellites.
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Attenuation results

20, 30 and 50 cm collectors

® Link lengths from Low Earth Orbit (LEO) to
Medium Earth Orbit (MEO) satellites.
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Signal to noise ratio

= To communicate with single photons the receiver must be
able to distinguish between signal photons and noise photons

SNR = L
EN

= The number of noise photons € of an optical quantum
receiver with field of view Q,,, and that aims a satellite that in

the background has a portion of space, by taking a detection
time Atand a bandwidth A A, is

EN = HbeOUﬂRzA/\At



Background signal:
cosmic radiation
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M. V. Zombeck, Handbook of Space Astronomy and Astrophysics, Cambridge
University Press, 3" ed., 2006.



Single-photon
channel

Synchronization issues in
orbit

= QComm requires to point out the instant of
measure — about 1 ns or less.

® The satellites are rapidly moving.

® the Earth gravitational field is influencing the
orbit at the level of tens of meters or more.



~ Laser pulses
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the GFO orbital data
y2004d177t0121

= The full orbit have a “best
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the GFO orbital data
y2004d177t0121

x107 GFO y2004d177t0121 estimation differences (zoom)
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SNR for the two diameters
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Very accurate pointing has
been conceived already

m | |ISA: Laser Interferometer
Space Antenna mission is a
planned gravitational wave
detector consisting of three
spacecraft in heliocentric
orbit.

= Aims to measure distance
fluctuations between test
masses aboard each
spacecraft to the picometre

Af’o level over a 5 million km
el s separation.

S




A big drawback:

It uses a strong coherent
beam

® For QComm we need to reduce the attenuation,
as the signal is a single photon.

® Shrink the wavelength to reduce diffraction?




The outer space is, indeed,
vacuum

® VVacuum ultraviolet Astronomy is a mature space

subject.
Wavelength
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Up to 120 nm, transmission
optics is available

® Single photon detector are available.

® Magnesium fluoride allows to make lenses and
polarizers

100
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Topics of the talk

® |[ntroduction to Space Quantum
Communications (SQC) and Quantum Key
Distribution (QKD) in Space

= Ground-ground exploratory links
® Ground-Space experiments and modeling
m Space-space link initial investigations

® Conclusions



Conclusions on ground-
ground links (G-G)

® Advanced and dedicated Optics is necessary for
long distance Qcomm.

® Turbulence modifies significantly the beam
properties and statistics. Eg. 3x diffraction.

® The Experiments show features not predicted that
a suitable to be exploited.

= Quantum beam guiding is feasible even to
ultimate distances.



Conclusions on ground-
ground-Space Links

® The single photon link has been explored.
® The present technologies are mature enough.

® Polarization encoding protocols: space link
telescope under characterization.



Conclusions on intersatellite
networks

® Challenging scenario: more losses&no turbolence.

® Short wavelength accessible, with promising
scaling.

= Novel quantum techniques und study.




Perspectives: G-G

m To extend the QKD protocols to
exploit the channel specific features.
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Perspectives: G-G

m To extend the QKD protocols to
exploit the channel specific features.

® To investigate the control on the
propagation of guantum correlation.
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Perspectives: G-G

= To investigate the
control on the
propagation of
guantum correlation.

= Adaptive control of bi-
photon wavefront.

= Collaboration with
IQC, Prof. Jennewein.

= Recent visit in Padova
of Chris Pugh.

= \Welcome further
strengthening with

IQC.
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Perspectives: G-G

m To extend the QKD protocols to
exploit the channel specific features.

® To investigate the control on the
propagation of guantum correlation.

= “Exploitation” of turbulence.



Perspectives: G-Space

m TOo extend the characterization of the
Mueller matrix of a Space-to-Ground
channel.

® To implement a QKD protocol along
space channel.

m Fostering the international
collaboration.
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Perspectives: Intersatellite
Quantum links

m ESA study under way to 3.
envisage the quantum 2=
resources to exploit in the
intersat single photon
channels.

= To investigate the
ultraviolet extension of the |
guantum
communications.

m Searching for the
promising Quantum
protocols, other than
QKD, in this new scenario.

[W>




Projects and collaborations

= Funds form:

University of Padova: progetti di ricerca di Ateneo
= 2004-2007, 2009-2011

Fondazione CARIPARO - 2004-2007

Agenzia Spaziale Italiana - 2008-2009

Consortium Galileo satellite network 2007-2008
University of Padova - Progetti Stategici 2009-2012
ESA - Intersatellite quantum network 2011/2013

= Main collaborations

Italian Space Agency - ASI - Matera

Austrian Academy of Science

NICT - Tokyo Japan

ICFO - Institut de Ciencies Fotoniques - Barcelona
Boston University




Padova QuantumFuture
Collaboration

Interdisciplinary research group -
UniPD 2009-2013

= Quantum and Classical Optics (6)

= Quantum communications
engineering (4)

= Quantum Control theory(2)
= Quantum Astronomy/(3)
= 10 PhD stud. + PDoc.




QComm: not limits but horizons
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